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Remote Cyber Threats: Three Levels

Threat Level 1 Threat Level 2 Threat Level 3

“Garden Variety” “Mercenary” “Nation State”
* Inexperienced * Higher-order skills + Very sophisticated tradecraft
+ Limited funding » Well-financed + Foreign intel agencies
+ Opportunistic behavior * Targeted activity « Very well financed
+ Target known vulnerabilities * Target known vulnerabilities « Target technology as well as info

* Use viruses, worms, + Use viruses, worms, trojans, bots as + Use wide range of tradecraft
rudimentary trojans, bots means to introduce more sophisticated « Establish covert presence on

+ Acting for thrills, bragging tools N sensitive networks
rights * Target and exploit valuable data « Difficult to detect

+ Easily detected * Detectable, but hard to attribute + Supply Interdiction/hardware

Medium

Level of Security
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The next figure indicates the percentage of
accidents and related fatalities by RASG

region

24



A Jad) yada g
dlal) il dddaial) cuwa il gl) g dua) gal)

Chart 10: Accident overview by RASG region
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Figure 1: National Airspace System’s Transition to an IP Network
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Examples Reduced workload Increased terminal Single weather  4-D trajectories with Automatic dependent

of expected through digital capacity using integrated source for flight fewer conflicts and more surveillance — broadcast (ADS-B)
NextGen communications and ground-based traffic planning and efficient routing using equipped aircraft improve
benefits: more precise surveillance management and traffic flow advanced probabilistic  merging and spacing, and airborne
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